
Privacy Policy

Last Updated and Effective Date: November 13,2023

Bakkt Marketplace Privacy Notice (applicable for Bakkt Marketplace, LLC and Bakkt
Crypto Solutions, LLC individually)

In this Privacy Notice (“Notice”), Bakkt (also referred to as “Bakkt,” “we,” “us,” or

“our”) describes the types of Personal Information we may collect from you in connection

with your interaction with us, including when you visit our websites or mobile application, or

use our online products, services or content (the “Services”). We define Personal

Information as “information that is linked or reasonably linkable to an identified or identifiable

natural person.”

Personal Information We Collect

a. Personal Information We Collect Directly from You

We collect Personal Information from you when you use our Services and interact with us

(such as speaking with Bakkt representatives). The information we collect may include your

name, state or country of residence, date of birth, address, phone number, social security

number, account number, job title, company, email address, marketing and communications

preferences, and other information you choose to provide us, including information provided

when you register with us, such as citizenship or citizenship status. In some circumstances,

we may collect information such as a government-issued ID, proof of address, or

photograph(s) (if you elect to provide them to us). We may also collect information relating

to:

● Records and copies of your correspondence (including email addresses), if you

contact us.

● Your responses to surveys, such as those that we might ask you to complete for

research purposes.



● Details of transactions you carry out using our Services. You may be required to

provide financial information before using our Services.

We do not knowingly collect information about your race or ethnicity, religious beliefs, mental

or physical health condition or diagnosis, sex life or sexual orientation. We do not knowingly

collect Personal Information from consumers under the age of 13. If you learn that a child

has provided us with Personal Information in violation of this Privacy Policy, please alert us

at privacy@bakkt.com with Subject Line: Children’s Privacy.

b. Personal Information We Collect Automatically

We collect certain information automatically when you interact with our Services. For

example, we may use cookies, web beacons, and other similar technologies to collect

information about you as you use our Services. Examples of this type of information include

the dates and times of your use of the Services, your IP (Internet Protocol) address, your

browser type, your operating system, device identifiers, and the webpages or content to or

from which you navigate.

Third parties may use cookies or similar technologies on our Services. For example, these

technologies may be used to provide content and advertisements. Other parties may collect

Personal Information about your online activities over time and across different websites

when you use our Services.

c. Personal Information We Collect From Third Parties

We also collect information about you from third parties, such as money laundering and

fraud prevention information providers, marketing agencies, identity and creditworthiness

verification services, and analytics and information providers. We may combine information

we collect about you with information from third parties.

How We Use Your Information

We use the information we gather to provide services to you and to respond to your

inquiries. This includes:

● Providing Services, including to:



○ Register, create, and maintain your account;

○ Authenticate your identity and/or your access to an account;

○ Initiate, facilitate, process, and/or execute transactions;

○ Communicate with you regarding your account or any Services you use;

○ Perform creditworthiness, fraud prevention or other similar reviews;

○ Evaluate applications; or

○ Compare information for accuracy and verification purposes.

● Managing our business and protecting ourselves, you, other persons, and the

Services.

● Providing a personalized experience and implementing your preferences.

● Better understanding our customers and how they use and interact with the Services.

● Personalizing our Services and providing offers and promotions for our Services via

our websites and third-party websites.

● Providing you with location-specific options, functionalities, and offers.

● Complying with our policies and obligations, including but not limited to, disclosures

made in response to any requests from law enforcement authorities and/or regulators

in accordance with any applicable law, rule, regulation, judicial or governmental

order, regulatory authority of competent jurisdiction, discovery request, advice of

counsel or similar legal process.

● Resolving disputes, collecting fees, or troubleshooting problems.

● Providing customer service to you or otherwise communicating with you.

We may also process your Personal Information to fulfill the purposes for which you provide

it, or with your consent.

How We Share Information

We may disclose the information we gather to our affiliates and to third parties. For example,

we may share information with:

● Service providers and/or data processors: We may share Personal Information

with third party service providers that perform services and functions at our direction

and on our behalf. These third-party service providers may, for example, provide you

with services, verify your identity, assist us to comply with law or combat fraud, assist

in processing transactions, store your Personal Information on our behalf, or provide

customer support.



● Other parties to transactions: We may share information with the other parties to

your transactions, including brokerage firms/retailers with whom we have partnered

to provide the Services. Any Authorized Users you may allow to access and use

your account.

● Financial Institutions and Credit Bureaus:We may share information with financial

institutions and credit bureaus involved in supporting transactions in which you

engage or assessing creditworthiness. For example, we may share information with

your bank when you link your bank account to our Services.

● Other third parties:We may share information with other third parties for our

business purposes or as permitted or required by law, including:

○ To comply with any legal, regulatory or contractual obligation, or with any

legal or regulatory process (such as a valid court order or subpoena) or with

the advice of counsel;

○ To market our or their products or services to you;

○ To establish, exercise, or defend legal claims or our policies;

○ If we believe disclosure is necessary or appropriate to protect the rights,

property, or safety of ourselves, our customers, or others. This includes

exchanging information with other companies and organizations for the

purposes of fraud prevention and credit risk reduction; or

○ In connection with the purchase, sale, merger, consolidation or transfer of all

or part of Bakkt’s business.

We may also disclose data to fulfill the purposes for which you provide it, or with your

consent.

CHANGES TO THIS PRIVACY NOTICE
We will notify you of changes to this Notice by revising this Notice and updating the Effective

Date above. If you have an account with us, we may notify you of material changes to this

notice by e-mail.

Your Choices

If you wish to stop receiving marketing communications, you can opt out by emailing us

at help@bakkt.com or privacy@bakkt.com. We may continue to send you non-marketing

messages, such as messages relating to your transactions with us.



As of the Effective Date listed above, we participate in a service called Global Privacy

Control (GPC) that lets you set a “Do Not Sell or Share” preference at the browser level.  

First, you’ll need a GPC-enabled browser or browser extension. Next, you’ll activate or turn

on the GPC setting in the browser. When you visit a website, your browser will automatically

send the site a “Do Not Sell or Share” signal and participating websites, like ours, will honor

your preference.

Note: Not all browsers and extensions offer a GPC setting. To download a GPC-enabled

browser, go to the Global Privacy Control website.

If you are a registered user of the Services, you may access your personal account

information online and make changes by logging into your account.

You may control how your browser accepts cookies. If you reject cookies, you may still use

our website, but your ability to use some features or areas of our website may be limited.

Please see our cookie policy for more information.

SECURITY
Bakkt has implemented administrative, physical and technical safeguards designed to

protect your Personal Information. Still, Bakkt cannot guarantee the security or confidentiality

of information you transmit to us or receive from us.

For Vermont Customers.

● We will not disclose information about your creditworthiness to our affiliates and will

not disclose your Personal Information, financial information, credit report, or health

information to nonaffiliated third parties to market to you, other than as permitted by

Vermont law, unless you authorize us to make those disclosures.

● Additional information concerning our privacy policies can be found

at https://www.bakkt.com/privacy-policy.

Your State Privacy Rights

State consumer privacy laws may provide their residents with the following additional rights

regarding our use of their Personal Information. If you are a California resident, see the

https://globalprivacycontrol.org/
https://globalprivacycontrol.org/
https://globalprivacycontrol.org/
https://www.bakkt.com/cookie-policy
https://www.bakkt.com/privacy-policy


Bakkt California Privacy Rights Addendum below for more information about our privacy

practices and your rights under California law.

The right to confirm whether we process Personal Information about you and request access

to such Personal Information (including, if applicable, in a portable and readily usable

format).

● The right to correct inaccuracies in certain Personal Information we may hold about

you; and

● The right to request that we delete Personal Information collected about you.

● The right to opt out of the processing of Personal Information for the purposes of (i)

targeted advertising, (ii) the sale of Personal Information, or (iii) profiling in

furtherance of decisions that produce legal or similarly significant effects concerning

you.

○ Although we may process your information for targeted advertising, we do not

process Personal Information for purposes that, under applicable law, require

us to support the right to opt out of the sale of Personal Information or

profiling in furtherance of decisions that produce legal or similarly significant

effects concerning you.

● The right to appeal our decision regarding your rights request.

● The right to not be discriminated against for the exercise of your state privacy rights.

You may exercise these rights by:

● Logging in to your account (if you have an account) and submitting a request;

● Emailing us at privacy@bakkt.com;

● Calling our toll-free number 1-800-322-1719; or

● Completing our Privacy requests form.

Verification

As required under applicable law, please note that we may take steps to verify your identity

before granting you access to information or acting on your request to exercise your rights.

We may require you to provide additional Personal Information including name, physical

address, email address, contact information, account login credentials, and other information

about your previous transactions with us to verify your identity in response to exercising

requests of the above type. We may limit our response to your exercise of rights as

permitted under applicable law.

https://privacyportal.onetrust.com/webform/b425c274-845f-46ec-9205-bd91a06334ef/c8a19e9c-0212-4144-8154-d33ec726b58a


Agent Authorization

Under applicable state law, you may designate an authorized agent to make a request on

your behalf. You may make such a designation by providing the agent with written

permission, signed by you, to act on your behalf. Your agent will need to complete the
Authorized Agent Designation Form by clicking here. Please upload the completed
Authorized Agent Designation Form to the completed Bakkt privacy request form.As

permitted by law, we may require verification of the agent’s authorization to act on your

behalf, require you to confirm you have authorized the agent to act on your behalf, or require

you to verify your own identity. We may deny a request by an agent if they fail to submit

proof that they act on your behalf.

California Privacy Practices and Your California Rights

The following provisions apply to individuals who are residents of California and whose

Personal Information we collect (such as website visitors). For such residents, the provisions

of this California Privacy Rights Addendum (“California Addendum”) prevail over any

conflicting provisions of this Notice. If you use one of our financial products or services for

personal or household use, our collection of your Personal Information in connection with

such product or service is subject to a separate privacy notice that we are required by federal

law to provide, and is not subject to this Notice or this California Addendum.  

Personal Information We Collect

Within the last 12 months, we may have collected the following categories of Personal

Information about you:

A. Identifiers.

Real name, alias, postal address, unique personal identifier, online identifier, IP address,

email address, account name, social security number, driver’s license number, passport

number, or other similar identifiers.

B. Information under the California Customer Records statute.

https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2F22005419.fs1.hubspotusercontent-na1.net%2Fhubfs%2F22005419%2FPrivacy%2FAuthorized%2520Agent%2520Designation%2520Form.docx&data=05%7C01%7CWilliam.Bowles%40bakkt.com%7C68d97ed2be9643be621008db78e3cd31%7C63c9061241204ff7bf371787ebc5be58%7C0%7C0%7C638236692055124923%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=t7x97tbySVx%2B14YIO7ggViqzv6C5V26CnP4FUGwuqAQ%3D&reserved=0
https://privacyportal.onetrust.com/webform/b425c274-845f-46ec-9205-bd91a06334ef/c8a19e9c-0212-4144-8154-d33ec726b58a
https://22005419.fs1.hubspotusercontent-na1.net/hubfs/22005419/Privacy/Privacy%20of%20Consumer%20Financial%20Information_GLBA.pdf


Personal Information that identifies, relates to, describes, or is capable of being associated

with, a particular individual, including, but not limited to their name, signature, physical

characteristics or description, address, telephone number, passport number, driver’s license

or state identification card number, bank account number, credit card number, debit card

number, or any other financial information.

C. Characteristics of protected classifications under California or federal law.

Characteristics of protected classifications under California or federal law (such as race,

gender, age, disability status).

D. Commercial information.

Records of personal property, products or services purchased, obtained, or considered, or

other purchasing or consuming histories or tendencies.

E. Biometric information

Images, including facial data. We may also require you to provide fingerprint data (e.g.,

through your device to verify your identity).

F. Internet or other similar network activity.

Internet or other electronic network activity information, including, but not limited to, browsing

history, search history, and information regarding a consumer’s interaction with a website,

application or advertisement.

G. Geolocation information.

Geolocation data.

H. Sensory data.

Audio, electronic, visual, or similar information.

I. Inferences drawn from other Personal Information.

Inferences drawn from any of the Personal Information we collect to create a profile about

you reflecting your preferences, characteristics, behavior, and attitudes.



J. Sensitive Personal Information

We collect Sensitive Information (which includes social security, driver’s license, state

identification card, or passport number, precise geolocation, racial or ethnic origin), to the

extent noted above.

We obtain Personal Information from a variety of sources. These sources include: yourself

with respect to both online and offline interactions you may have with us or our service

providers; other entities with whom you transact business; others with whom you maintain

relationships who may deal with us on your behalf; the devices you use to access our

websites, mobile applications, and online services; credit bureaus; identity verification and

fraud prevention services; marketing and analytics providers; public databases; social media

platforms; and others consistent with this Notice and California Addendum. For more

information, please see the PERSONAL INFORMATION WE COLLECT section of this

Privacy Notice.

Disclosures of Personal Information for Monetary or Other Valuable Consideration, for
Behavioral Advertising, or for Business Purposes

Bakkt does not sell or disclose Personal Information for money or other valuable

consideration. However, as is common practice among businesses that operate Internet

websites and mobile apps, within the last 12 months, we may have disclosed through

cookies or similar technologies certain identifiers such as email addresses, pseudonymized

identifiers and internet activity, information about the use of our websites and apps, and

inferences drawn about you to our social media, analytics, and advertising partners for

targeted marketing purposes.

Within the last 12 months, we have disclosed Personal Information identified in the above

categories (A)-(J) and/or PERSONAL INFORMATION WE COLLECT for our business

purposes. To learn more about the categories of third parties with whom we share such

information, please see HOW WE SHARE INFORMATION section of this Notice.

Sales or Sharing of Minors’ Personal Information

We do not sell Personal Information of individuals we know to be under the age of 16, or

share such Personal Information with third parties for cross-context behavioral advertising.

Use of Personal Information

https://www.bakkt.com/privacy-policy#personal-info-we-collect
https://www.bakkt.com/privacy-policy#personal-info-we-collect
https://www.bakkt.com/privacy-policy#how-we-share-information


For each of the above categories, we use the Personal Information we collect for the

business purposes disclosed in HOW WE USE YOUR INFORMATION section of this Notice.

Please note that the business purposes for which we use your information may include:

● Audits and reporting relating to particular transactions and interactions, including

online interactions, you may have with us or others on our behalf;

● Detecting and protecting against security incidents and malicious, deceptive,

fraudulent or illegal activity, and prosecuting the same;

● Debugging to identify and repair errors in our systems;

● Short-term, transient use including contextual customization of ads;

● Providing services on our behalf or on behalf of another, including maintaining or

servicing accounts, providing customer service, fulfilling transactions, verifying

identity information, processing payments, and other services;

● Conducting internal research to develop and demonstrate technology; and

● Conducting activity to verify, enhance, and maintain the quality or safety of services

or devices which we may own, control, or provide.

We may also use the information we collect for our own or our service providers’ other

operational purposes, purposes for which we provide you additional notice, or for purposes

compatible with the context in which the Personal Information was collected.

How Long We Keep Personal Information

The amount of time we retain a particular category of Personal Information will vary

depending on the purpose for which it was collected, our business need for it, and our legal

obligations to retain it. We retain your Personal Information for the time needed to fulfill the

purpose for which that information was collected and as required pursuant to our data

retention policies, which reflect applicable statute of limitation periods and legal

requirements. In determining the retention period for Personal Information, we consider the

nature and sensitivity of your Personal Information, the potential risk of harm from

unauthorized use or disclosure of your Personal Information, the purposes for which we

collect, use and maintain your Personal Information and our legal requirements to retain

such information.

Your California Rights

If you are a California resident, you have certain rights related to your Personal Information,

including:

https://www.bakkt.com/privacy-policy#how-we-use-your-info


● Right to Access and Right to Know. You have the right to request that we disclose

the following to you:

○ Specific pieces of Personal Information we have collected;

○ Categories of Personal Information we have collected about you;

○ Categories of sources from which the Personal Information is collected;

○ Our business or commercial purpose for collecting ,selling, or sharing

Personal Information; and

○ Categories of third parties to whom we disclose Personal Information;

● Right to Deletion. You have the right to request that we delete Personal Information

about you that we have collected from you.

● Right to Correction. You have the right to request that we correct inaccurate

Personal Information we may have about you.

● The Right to Opt-Out of Sales or Sharing. The CCPA gives you the right to opt-out

of the disclosure of Personal Information about you for monetary or other valuable

consideration (“sale”) and/or the disclosure of personal information for purposes of

behavioral advertising (“sharing”). Our use of tracking technologies may be

considered a “sale” or “sharing” under California law. To opt-out, select the Bakkt

Privacy Request form, then complete the form by selecting the option Do Not Sell or

Share My Personal Information, or by broadcasting an Opt-Out Preference Signal,

such as the Global Privacy Control (GPC) (on the browsers and/or browser

extensions that support such a signal).

We collect certain sensitive Personal Information (as discussed above in the “Personal
Information We Collect” section). However, we do not use or disclose sensitive information

in a manner that requires us to offer a right to limit such use under the CCPA.

You may exercise these rights by:

● Logging in to your account (if you have an account) and submitting a request;

● Emailing us at privacy@bakkt.com;

● Calling our toll-free number 1-800-322-1719; or

● Completing our Privacy requests form.

Verification

As required under applicable law, please note that we may take steps to verify your identity

before granting you access to information or acting on your request to exercise your rights.

We may require you to provide additional Personal Information including name, physical

https://privacyportal.onetrust.com/webform/b425c274-845f-46ec-9205-bd91a06334ef/c8a19e9c-0212-4144-8154-d33ec726b58a
https://privacyportal.onetrust.com/webform/b425c274-845f-46ec-9205-bd91a06334ef/c8a19e9c-0212-4144-8154-d33ec726b58a
https://privacyportal.onetrust.com/webform/b425c274-845f-46ec-9205-bd91a06334ef/c8a19e9c-0212-4144-8154-d33ec726b58a


address, email address, contact information, account login credentials, and other information

about your previous transactions with us to verify your identity in response to exercising

requests of the above type. We may limit our response to your exercise of rights as

permitted under applicable law.

Nondiscrimination

Subject to applicable law, we may not discriminate against you because of your exercise of

any of the above rights, or any other rights under the California Consumer Privacy Act,

including by:

● Denying you goods or services;

● Charging different prices or rates for goods or services, including through the use of

discounts or other benefits or by imposing penalties;

● Providing you a different level or quality of goods or services; or

● Suggesting that you will receive a different price or rate for goods or services or a

different level or quality of goods or services.

We may, however, charge different prices or rates, or provide a different level or quality of

goods or services, if that difference is reasonably related to the value of the Personal

Information provided to us and to the extent permitted by law.

Agent Authorization

Under California law, you may designate an authorized agent to make a request on your

behalf. You may make such a designation by providing the agent with written permission,

signed by you, to act on your behalf. Your agent will need to complete the Authorized
Agent Designation Form by clicking here. Please upload the completed Authorized
Agent Designation Form to the completed Bakkt privacy request form. As permitted by

law, we may require verification of the agent’s authorization to act on your behalf, require

you to confirm you have authorized the agent to act on your behalf, or require you to verify

your own identity. We may deny a request by an agent if they fail to submit proof that they

act on your behalf.

HOW TO CONTACT US
You may contact us with questions and concerns about the California Addendum or about

the above practices by contacting us at privacy@bakkt.com or at 1-800-322-1719.

https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2F22005419.fs1.hubspotusercontent-na1.net%2Fhubfs%2F22005419%2FPrivacy%2FAuthorized%2520Agent%2520Designation%2520Form.docx&data=05%7C01%7CWilliam.Bowles%40bakkt.com%7C68d97ed2be9643be621008db78e3cd31%7C63c9061241204ff7bf371787ebc5be58%7C0%7C0%7C638236692055124923%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=t7x97tbySVx%2B14YIO7ggViqzv6C5V26CnP4FUGwuqAQ%3D&reserved=0
https://privacyportal.onetrust.com/webform/b425c274-845f-46ec-9205-bd91a06334ef/c8a19e9c-0212-4144-8154-d33ec726b58a


United Kingdom and European Union Privacy Policy Addendum

This UK and EU Privacy Policy Addendum (“UK and EU Addendum”) applies where your

Personal Information is protected by either the UK General Data Protection Regulation or the

EU General Data Protection Regulation (jointly referred to as “Data Protection Laws”).

Typically, this will be the case where you use services that Bakkt specifically makes available

to UK or EU customers (the “UK and EU Services”), including where you are a customer or

an authorized user of such services. Where your Personal Information is protected by Data

Protection Laws, this UK and EU Addendum prevails over any conflicting descriptions set

out elsewhere in the Notice.

For the purposes of this UK and EU Addendum, Bakkt Crypto Solutions, LLC and Apex

Clearing Corporation are the controllers responsible for the processing of your Personal

Information. In some cases, we may have partnered with a retailer/broker with whom you

already have a relationship. Such retailers/brokers act as separate controllers acting

independently to us, and we encourage you to refer to their privacy policies for further

information about how your retailer/broker collects, uses and discloses information about

you.

Personal Information We Process

We may process the following information about you:

● Contact Details, such as first name, middle name, last name, mailing street address,

city, county, country, postcode, email address and telephone number.

● Account Opening, Anti-Money Laundering and KYC Information, date of birth,

tax identification number, national identification number, occupation / position, annual

net income, source of funds, browser type, IP address, risk profile; screenings

against government sanctions lists, politically exposed persons, and enforcement

lists; screening against global watchlists for individuals and entities;

government-issued photo ID; information about suspicious activities or transactions;

annual income range, total net worth range, investment experience, liquidity net

worth range, source of funds, investment experiences, investment objective, risk

tolerance; citizenship, visa type, occupation, employer name, employment status,

employer job position, years employed at employer; transaction information and bank

information (account number and routing number), login, password.



● Trade Request Information, including account number, trade type (i.e., buy, sell),

trading pair, cryptocurrency asset type (i.e. BTC, ETH, etc.), order type (i.e. market,

limit, stop limit), amount of cryptocurrency to trade (by number of shares or currency

amount) and time in force, price information, fees, order ID.

● Creditworthiness Information, including credit reference and credit score

information.

● Service Improvement Information, including information about your usage of our

Services, and survey response information.

● Other Transaction, Transfer, Receipt, and Account Information, including wallet

information, such as addresses/keys, balances, beneficiaries; transaction

information, such as senders and recipients, amounts transferred, currency, payment

methods, timestamps, transaction IDs, transaction limits; bank account number and

other payment information; available cash, aggregated daily transactions,

bounce-backs and other failures of delivery.

● Support and Complaint Information, information relating to complaints and support

requests.

● Tax Information, including taxpayer identification numbers and certifications,

provided by you on tax forms and similar.

● Statements of accounts, notices of error and accompanying information, and other

books and records.

● Information about your activities in connection with the Service, your

correspondence, and other information about whether your account may be eligible

for escheatment.

Sources of Personal Information

We also collect information about you from third parties, such as your brokerage firm/retailer,

money laundering and fraud prevention information providers, identity and creditworthiness

verification services, and analytics and information providers. Personal Information about

you may be obtained from publicly available government sanctions or watch lists, such as

the Office of Foreign Assets Control list.

Further information about the sources from which we collect Personal Information is

available on request, by contacting us using the details in the “How To Contact Us” section

below.

Your decision to provide Personal Information to Bakkt is typically voluntary, except where it

is, for example:



● collected to meet a legal requirement; or

● necessary in connection with a contract we have with you.

If you do not provide certain Personal Information to us, we may not be able to achieve

some of the purposes outlined in this UK and EU Addendum – and may therefore not be

able to provide you with UK and EU Services.

How We Use Personal Information

For each of the above categories, we use the Personal Information we collect for the

purposes disclosed in the above section titled "HOW WE USE YOUR INFORMATION".

We may also use the Personal Information we collect for our own or our service providers’

other operational purposes, purposes for which we provide you additional notice before

processing your Personal Information, or for purposes compatible with the context in which

the Personal Information was collected and in accordance with Data Protection Laws.

How We Justify Processing Personal Information

We process your Personal Information where we have a justification for doing so. In

particular, this will be the case where:

● You have given consent to the processing of your Personal Information for one or

more specific purposes;

● Processing is necessary for the performance of a contract to which you are party, or

in order to take steps at your request prior to entering into a contract;

● We must process your Personal Information to comply with our legal obligations; or

● Processing is necessary for the purposes of our legitimate (commercial) interests, or

the legitimate interests of a third party. In particular, we rely on our legitimate

commercial interests in (i) providing, improving, and promoting our services; (ii)

protecting our business and exercising our rights; and (iii) complying with certain laws

in jurisdictions outside the UK or EU that protect us, customers, partners, and others.

We do not generally process special categories of Personal Information. However, where we

do process such Personal Information, we will do so in accordance with the law. For

example, we may process such special category Personal Information where:

● You have given your explicit consent to the processing;

https://www.bakkt.com/privacy-policy#how-we-use-your-information


● The processing is necessary for the purpose of establishing, exercising or defending

legal claims;

● The processing is necessary to protect the vital interests of you or another person,

where you or that person is incapable of giving consent;

● You have manifestly made the information public;

● The processing is necessary for reasons of substantial public interest, on the basis of

relevant laws which are proportionate and provide appropriate safeguards;

● Processing is necessary for archiving purposes in the public interest, scientific or

historical research purposes or statistical purposes in accordance with law.

Where we process Personal Information relating to criminal convictions or offences, we have

an appropriate basis in law to justify it.

If you would like further information about our justifications for processing your Personal

Information, including our legitimate interests, please contact us using the details set out in

the “How To Contact Us” section below.

How Long We Keep Personal Information

The amount of time we retain a particular category of Personal Information will vary

depending on the purpose for which it was collected. In general, we will keep Personal

Information only as long as is needed to achieve the relevant purpose.

To determine how long we retain Personal Information for, we also consider the nature and

sensitivity of your Personal Information, the potential risk of harm from unauthorised use or

disclosure of your Personal Information, applicable statute of limitation periods, and any

other business need or legal obligation to retain it.

Further information about our retention periods is available on request, by contacting us

using the details set out in the “How To Contact Us” section below.

How We Share Personal Information

We may disclose the Personal Information we gather to our affiliates and to third parties, as

further described in the section above titled "HOW WE SHARE INFORMATION".

You can obtain further information by contacting us using the details in the “How To Contact

Us” section below.
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When we share Personal Information, as specified above, with any service provider,

processor, or any other third party, we will take appropriate measures to protect your

Personal Information.

How We Secure Personal Information

We maintain technical, organisational, and physical safeguards designed to protect the

Personal Information we have concerning you, against accidental loss, misuse or

unauthorised access, alteration, or destruction.

Your Rights Under Data Protection Laws

You can request to exercise certain rights, subject to applicable exclusions, limitations, and

conditions in accordance with Data Protection Laws.

One key right is the right to object. When we process your Personal Information for

purposes of pursuing our legitimate interests, you have the right to object to such

processing. If you exercise this right, we will stop the processing unless we have strong and

legitimate reasons to continue using your Personal Information. You also have an absolute

right to object to our processing of your Personal Information for direct marketing purposes.

You also have the following rights:

● The right of access: You may request confirmation as to whether we process your

Personal Information and request access to the Personal Information we process

about you. You also have the right to ask us for information about our processing of

your Personal Information.

● The right of rectification: You have the right to ask us to correct any Personal

Information we process about you that is inaccurate or incomplete (such as your

Login Credentials).

● The right to erasure or to be forgotten: You have in some cases the right to

request that we delete the Personal Information we have concerning you. Please

note that exercising this right may affect our ability to provide you certain UK and EU

Services that require us to process Personal Information about you.

● The right to restriction of processing: You have the right to request that we restrict

the processing of your Personal Information, for example if your Personal Information

is inaccurate, or if the processing is unlawful. Please note that exercising this right



may affect our ability to provide you with certain UK and EU Services that require us

to process Personal Information about you.

● The right to data portability: You have the right to request that we transmit your

Personal Information to another controller or to you in a commonly used and

machine-readable format.

● The right to withdraw consent: If you have given (explicit) consent to us to process

your Personal Information, you may withdraw it at any time.

To exercise your rights as listed above, and to otherwise change your preferences, you can:

● Access our UK and EU GDPR data subject rights portal, by clicking [HERE].

● Unsubscribe from newsletters, marketing, announcements, and other promotional

communications received from us by following the unsubscribe link included at the

bottom of each email. Please note that you may continue to receive non-promotional

communications to the extent permitted by Data Protection Laws;

● Contact us as set out in the “How To Contact Us” section below.

We will handle your requests in accordance with Data Protection Laws. Please note that we

may take reasonable steps to verify your identity before responding to or complying with

your request.

If you have questions or concerns about the information provided in this UK and EU

Addendum, or about the way we process your Personal Information, we encourage you to

contact us in the first instance. You also have the right to lodge a complaint with the

supervisory authority of your habitual residence, place of work or place of an alleged

infringement of Data Protection Laws. For the UK, the competent supervisory authority is the

UK Information Commissioner’s Office (the ICO). The ICO can be reached at

https://ico.org.uk/.

You can lodge a complaint or seek a judicial remedy if you believe we have not properly

acted upon your request to exercise a right.

Direct Marketing (Personalised Advertising)

In some cases, and as permitted by Data Protection Laws, we may use your Personal

Information to provide you with marketing messages you may be interested in, including by

sending you direct marketing, and/or by delivering targeted and interest-based marketing.

https://privacyportal.onetrust.com/webform/b425c274-845f-46ec-9205-bd91a06334ef/c8a19e9c-0212-4144-8154-d33ec726b58a
https://ico.org.uk/


Cross-Border Transfers of Personal Information

We may collect Personal Information in, or transfer Personal Information to countries with

laws that offer different levels of data protection compared to Data Protection Laws. In

particular, Bakkt and its affiliates and service providers are based in the U.S..

Where we transfer your Personal Information outside of your country (which for UK GDPR

purposes is the UK, and for EU GDPR purposes is the European Economic Area), we put

appropriate measures in place to protect it in accordance with Data Protection Laws,

including by entering into EU Standard Contractual Clauses (and the equivalent clauses

available under the UK GDPR), or by relying on the EU-U.S. Data Privacy Framework (and

the UK Extension).

You can obtain further information by contacting us using the details in the “How To Contact

Us” section below.

Children’s Personal Information

We do not offer our UK and EU Services to customers under the age of 18 and in particular,

do not directly offer them to children under the age of 13, and do not knowingly collect their

Personal Information. If you learn that a child has provided us with Personal Information in

violation of this UK Addendum, please alert using the details in the “How To Contact Us”

section below.

How To Contact Us

If you have any questions about this UK and EU Addendum or our practices with respect to

Personal Information, please send your request to privacy@bakkt.com.


